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Abstract: Based on a brief introduction to the overall framework and its technical structure,
the paper describes the requirements and systems of rights description languages, rights protection
techniques, and rights management mechanisms.

Keywords: Digital rights management, Intellectual property, Rights description languages,
Rights management mechanisms

(Digital Rights Management DRM) (
)
[
1. DRM
DRM g
1
G 1996 4
[5] [6]
1
DRM
DRM
[3,7.8]
( )
DRM
DRM
DRM
DRM
(

) DRM DRM
2. DRM

DRM 2



2001 5 3-7 10

8]

(XML

PDF JPEG MPEG

CSS XSL PNG

[11]

DRM

DRM

DRM

DRM

DRM

DRM

DRM

DRM

XML  OEB)

[10]

SSL SET

X509 PKI

DRM

WAP

DRM

DRM



2001 5 3-7 10

DRM

( DOI
ISBN/ ISSN/ISWN/ISRC ) (
(Ontologies)
v
> ( 3
A A

INDECSHZ

A 4

MPEG2113
DRM FRBR [14]
Dublin Core™ AAP 181 oNIX (a7

DRM (Open DRM Framework)?  PREP(Policy and Rights Expression Platform)!®
WEB

(

(Rights Messaging Protocol)

[3.8]

<rights>
<asset>
<uid idscheme="URI"> </uid> b
</asset> .
<usage>
<usage-type>

<constraint> </constraint>
</usage-type>

</usage> (
<narrow> </narrow>
<rightsholder> )

<party>

<role> </role>
</party>

</rightsholder> C.
<admin>
<party> </party>
<datetime> </datetime> (
</admin>
</rights> PDF )




2001 5 3-7 10

Open
Digital Rights Language(ODRL)™  Extensible Rights Markup Language(XrML)?"
Xerox XML 1
ODRL
4,
( )
4
- =
e ,L@— El= = ——
4
(Digital watermarking) #4222 (Steganography)
(
)
(Digital fingerprinting)
( )
(
LSB ) (
DCT DCT )
(
MusiCode ) ( Galaxy/DVD )
( ) ( )
(Digital Digest)
MD5 (One-way hush function)
128bits
MD5 < >
“CABBB806969AF220B281474382D88C726”
“532CF2E34EC2DDC301D4AC3EFOD3260
( )

(Certification
Authority)



2001 5 3-7 10
5.
IBM Cryptolopes  InterTrust
DigiBoxes NetRights Licenselt
(1) EBX
EBX  (Electronic Book Exchange System)
5
EBX Server
( )
)= = J> < &
Voucher Vouvher,
=c 3L ik
\/__u \/_H» » Vouvher |
\_/_
. = =
J
EBX EBX
( ) (
— <= = =
W il _|" Voucher
> Voucher
ﬁ Voucher
5
EBX (Voucher)
( ) (
)
EBX ( WEB )
EBX ( WEB )
EBX ( WEB )



2001 5 37 10
( )
EBX
EBX
EBX ( ) “
EBX SSL(
) PKI(Public Key Infrastructure)
(2) Adobe PDF Merchant
PDF Adobe PDF Merchant
WebLock WebSell WebBuy 4 6)
160-bit
S5
Hush
Forms
v Data
56/128-bit Format ZLIB
= = N4 ;;
» | RSARC4 > > > >
PDF PDF FDF
6
WebLock PDF ( PDF
) 160
(Title Key) 128 ( ) 56 ( ) (Access
Key) RSA/RC4 PDF PDF
PDF (Encrypt dictionary)
( Adobe WebBuy
) (Digital Certificate)
PDF ( ) FDF(Forms Data Format) FDF (MIME
application/vdn.fdf) PDF
ZLIB PDF
(
WebBroker ) WebBroker
WebSell( WebBroker) COM(Component
Object Model) IIS/ASP
(License)
PDF



2001 5 3-7 10

Merchant (Habitat values)
ID
NIC(Network Interface Card) MAC Windows (
) UTC(Universal Time Clock)
WebBuy

WebBuy Adobe Acrobat 4.05
PDF

PDF PDF PDF

RSA/RC4 PDF
(13 1 PDF
PDF WebBuy
( )
PDF
PDF Merchant
PDF PDF
Adobe PDF
(SDMNP  MPEGP DRM
6.
DRM M
DRM

[1] W3C Workshop on Digital Rights Management. Jan 2001 http://www.w3.0rg/2000/12/drm-ws/

[2] Renato lannella, Open Digital Rights Management A Position Paper for the W3C DRM Workshop.
www.w3.0rg/2000/12/drm-ws/pp/iprsystems-iannella.pdf

[3] AAP DRM for eBooks: Publishers’ Requirements. 2000.http://www.publishers.org/home/drm.pdf

[4] WIPO COPYRIGHT TREATY, December 20, 1996 http://www.loc.gov/copyright/wipo/treaty1.html
[5] The Digital Millennium Copyright Act. Oct. 1998 http://www.loc.gov/copyright/legislation/hr2281.pdf.
[6] The EC directive on the harmonisation of copyright and neighbouring rights in the information society
(copyright directive). (May 1999)
http://europa.eu.int/comm/internal_market/en/intprop/intprop/news/copy2en.pdf

[7] Electronic Book Exchange System Specification v0.8 http://www.ebxwg.org/pdfs/spec.pdf

[8] J. Bormans and N. Rump. Multimedia framework (MPEG-21)Part 1: Vision, Technologies and Strategy. v2.0,
ISO/IEC JTC1/SC29/WG11/N4040, March 2001

http://www.cselt.it/mpeg/public/mpeg-21_pdtr.zip.

[9] ) 2001( )
[10] . 2001.2
[11] . 2000.5

[12] G. Rust and M.Bide. The <indecs> Metadata Framework: Principles, model and data dictionary. June 2000.
http://www.indecs.org/pdf/framework.pdf

[13] MPEG: Call for Requirements for Rights Data Dictionary and Rights Expression Language. March 2001.
http://www.cselt.it/mpeg/cfp/call_for_requirements(rights_language).htm

[14] IFLA Functional Requirements for Bibliographic Records. 1998 http://www.ifla.org/\/11/s13/frbr/frbr.pdf
[15] Dublin Core Metadata Element Set, Version 1.1. 1999 http://dublincore.org/documents/dces/

[16] AAP Metadata Standards for EBOOK. 1.0. 2000. http://www.publishers.org/home/metadata.pdf

[17] ONIX International Release 1.2. 2000. http://www.editeur.org/onixfilesl.2/onixfiles.html

[18] John Erickson, et al. Principles for Standardization and Interoperability in Web-based Digital Rights
Management. 01/2001. http://www.w3.0rg/2000/12/drm-ws/pp/hp-erickson.html

[19] Open Digital Rights Language V0.8. Nov. 2000. http://www.odrl.net/ODRL-08.pdf

[20] Extensible Rights Markup Language http://www.xrml.org/

[21] S. Katzenbeisser, and F. Petiticolas. Information Hiding: Techniques for steganography and digital
watermarking. London: Artech House, 2000




2001 5 3-7 10

[22] The information hiding homepage - digital watermarking & steganography
http://www.cl.cam.ac.uk/~fapp2/steganography/

[23] Fraunhofer Institute for Computer Graphics. Site on Digital Watermarking.
http://www.iis.fhg.de/amm/techinf/ipmp/water.html

[24] K. Abrew. Using Adobe's PDF Merchant for Secure Ebook Distribution
http://www.planetpdf.com/mainpage.asp?webpageid=884

Adobe Systems Incorporated, Adobe PDF Merchant SDK Reference Manual, December 2, 1999
[25] Secure Digital Music Initiative. http://www.sdmi.org/

[26] R. Koenen. Intellectual Property Management and Protection in MPEG Standards. Jan. 2001
http://www.w3.0rg/2000/12/drm-ws/pp/koenen.pdf

2001 5 3-7 10



